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Abstract 
The rapid development of computer networks and increasing dependency of almost all 

companies and government agencies on internet and cloud computing lead to the problem of 

stability and security, like intrusions in several forms which can cause huge loss to these 

organizations. During recent years, disaster in data due to intrusions has dramatically 

increased. The hindrance of such intrusions is entirely dependent on their detection part 

which can be possible through a high-performance based intrusion detection system in 

database which has higher accuracy rate and negligible false positive rate. As part of funded 

effort in database security, soft computing has proven to be capable of creating a system 

capable of detecting and characterizing anomalous behaviour which is composed of 

evolutionary computing tools with artificial neural networks and/or fuzzy logic. In this 

progression, here we present a database intrusion detection system, by applying genetic 

algorithm for feature extraction; and fuzzy clustering and support vector machines are used 

for detection purpose to efficiently detect insider threat with a reasonable false positive rate. 
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INTRODUCTION 
In recent days, it is very important to maintain 

a high-level security to the data contained in 

the database and to the trusted communication 

channels of information. Database 

management system which represents the 

ultimate layer in preventing malicious access 

towards database; in traditional systems, 

commercial database deploys security 

mechanism like authorization, access control, 

inference control, multi-level secure 

transactions processing, database encryption 

etc. However, such prevention-based 

techniques may be fooled by knowledgeable 

attackers. Hence, Database Intrusion Detection 

Systems (DIDSs) have become essential 

component for securing sensitive and 

confidential data contained in databases. There 

are various approaches developed till now for 

database intrusion detection, but unfortunately 

most of them are able to detect intrusive 

activities effectively but lead to the generation 

of large number of false alarms as well. So, the 

objective in this work is to further improve the 

detection rate while minimizing the false 

alarm rate. 

 

Generally, knowledgeable attacker or intruder 

is defined as a person who illegally tries to and 

may become successful in breaking into the 

database systems. Intruders from within the 

organization pose more danger as they have 

authorized access to the database and can 

misuse their privileges. The detection of 

insider attacks are therefore more challenging 

than outsider attacks and needs to addressed in 

the best possible manner [1].  

 

Generally, existing systems on insider 

intrusions are based on anomaly IDSs and may 

range from rule based detection to statistical 

anomaly detection. It is well known that 

anomaly detection systems need to maintain 

the past records of users’ behaviours and the 

statistics of normal usages, which is referred to 

as “profiles”. Such type of detection process 
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identifies and classifies the malicious 

behaviour from the legitimate ones by 

measuring deviation of current patterns from 

the established profile. The most challenging 

task is to model the normal behaviour or the 

normal usage pattern of a database user on a 

database system. In the current study, we have 

thus emphasized on building user profiles 

more accurately by initially applying feature 

selection using Genetic Algorithm (GA) for 

extracting features relevant for intrusion 

detection. Once the useful features are 

determined, normal profile construction of 

database users is done by utilizing Fuzzy 

Clustering algorithm. The classification of an 

incoming transaction is done by applying 

Support Vector Machines (SVMs) based on a 

distance measure computed from the cluster 

centres.  

 

In these years, the research in database 

intrusion detection field has received much 

attention. In such progression, Chung et al. 

presented a misuse intrusion detection system 

which identifies the frequent data items 

referenced together and exploits them for 

detection [2]. Lee et al. also studied the 

frequently updated data and utilized them for 

database intrusion detection [3, 4]. Rakesh et 

al. extended the functionality of DBMS by 

recording and analysing the accessing habit of 

every user and compared them in real time 

with each access toward the database [5]. 

Hidden Markov Model based DIDS has been 

proposed by Barbara et al. to model the 

behaviour of a user [6]. Another work by Lee 

et al. used time signatures of data items in 

detecting the malicious access towards the 

database [7]. Srivastava et al. proposed a data 

mining based DIDS which considers the 

sensitivity of attributes while mining the 

dependency rule among the data item [8]. 

Panigrahi et al. introduced a two stage 

database intrusion detection system which 

considers both inter and intra transactional 

features as well as the sensitivity level of 

attributes within a database [9, 10]. 

 

This study addresses the issue of identifying 

essential database transactional features which 

are useful in capturing user’s normal profile 

accurately so that each user’s behavioural 

pattern is identified uniquely. The deviation 

from the normal patterns gives an indication of 

intrusive behaviour, which can be easily 

detected by the classifier model used in our 

proposed DIDS. 

 

The remainder of the paper is organized as 

follows: Next part of the paper gives an idea 

about the details of the proposed database 

intrusion detection system along with 

preliminaries of the techniques used. Then it 

describes the implementation procedure, 

performance evaluation and comparative 

analysis with existing work. And finally, it 

concludes with a summary of the work done 

with directions for further research. 

 

MATERIALS AND METHODS 

The detection methodology of the proposed 

DIDS has been discussed later in this paper. 

Initially, the transactional dataset is pre-

processed and a normalized dataset is 

generated, which is divided into a train and 

test set by applying 10-fold cross validation. 

Feature extraction using GA is applied on the 

train set for determining the important features 

and thereby resulting in dimensionality 

reduction of the dataset. The reduced training 

data set is clustered by fuzzy clustering 

algorithm for forming clusters of normal 

behaviour. During the training phase, a trained 

SVM classifier model is generated by training 

it with the output of the fuzzy cluster module. 

This training helps the Support Vector 

Machine classifier to accurately discriminate 

the attack patterns from the normal ones. Once 

the training procedure is over, the test data is 

feed in to trained SVM model for 

classification. 

 

Pre-processing of Data 

Generally, the real world data are incomplete, 

noisy and inconsistent; for this reason it needs 

to be passing through some pre-processing 

steps to produce quality data which are eligible 

for quality knowledge extraction process [11]. 

The input dataset is pre-processed so as to 

normalize the data required as input for the 

proposed model. We have mainly focused on 
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data cleaning and data transformation phases 

in this step which are described below: 

Data Cleaning 

The received data is not the complete one 

where some of the data are missing, 

inconsistent with other recorded data, and 

hence the data set is cleaned through binning 

and made it complete for transformation 

process. 

 

Data Transformation 

The cleaned data is transformed to normalized, 

aggregated data through normalization process 

which involves scaling of all values in order to 

fall within a small specified range for given 

attribute (Here we took the range from 0 to 1) 

through min-max normalization process. 

 

Feature Extraction using GA 

In this proposed DIDS, the applied dataset 

holds several features which contain false 

correlations, which may be redundant and 

which also increase computation time and can 

impact the accuracy of DIDS. It is very hard to 

know which of these features are redundant or 

irrelevant for DIDS and which ones are 

relevant or essential for DIDS. In this study, 

we use genetic algorithm as depicted in 

Figure 1 to select useful features for the 

detection purpose. This dimensionability 

reduced selected subset features data are then 

used to detect malicious transactions.  

 

In the field of soft computing, a genetic 

algorithm is a meta-heuristic searching 

algorithm which mimics the process of natural 

selection and evolution. The evolution usually 

starts from a population of randomly generated 

individuals and moved through several 

iterations; in each iteration or generation, the 

fitness of each individual is evaluated; the 

fitness is usually the value of the objective 

function in the optimization problem being 

solved. The more fit individuals are selected 

from the current population and combined or 

crossed to produce new generation or 

population which are again fed as candidate 

solutions in the next iteration of the algorithm; 

the algorithm terminates when either a 

maximum number of generations has been 

produced, or a satisfactory fitness level has 

been reached for the population [12]. 

However, from the literature survey, it is 

observed that genetic algorithm has proven to 

be one of the best algorithms for feature 

selection in image processing and also in 

intrusion detection process [13].  

 

Feature selection and extraction plays very 

crucial role in optimizing performance of a 

classifier and is also a critical problem. The 

goal of feature selection is the task of finding 

best possible features y that satisfies some 

optimal performance characterised by 

probability of classification as in Eq. (1) from 

initial N features which are redundant and/or 

noise in the dataset. 

 

y=M(x)     (1) 

 

In the proposed approach, as shown in 

Figure 1, the normalized dataset (We assume it 

as ‘x’) are fed to the feature extraction process 

which is done through GA. It defines a 

population of weight vectors w*, where the 

size of each w* is the size of the data pattern 

x. Each w* from the GA is multiplied with 

every sample’s data pattern vector x, yielding 

new vector y for the given data. The K-Nearest 

Neighbourhood (KNN) algorithm then 

classifies the transformed dataset y [14]. The 

classification result for data set is fed back as 

the fitness function, to guide the searching 

algorithm for the best feature extraction. GA 

produces the best w* vector; for example, the 

best w* might have fewest features and gives 

misclassification results. 

 

10-fold Cross Validation 

The dataset with reduced features are fed to 

the cross validation process which is a model 

validation technique to generate a generalized 

independent dataset for training and testing 

phase of the model to limit problems like over 

fitting. Ten numbers of folds or rounds of 

cross-validation are performed using different 

partitions and the validation results are 

averaged over the folds to reduce the problem 

of variability. In addition, this phase is proven 

to be useful estimator of model performance as 

there is not enough data available or there is 

not a good distribution of data to partition it 

into separate training and test sets in the 

conventional validation method [15]. 
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Fig. 1: Flow Chart of Genetic Algorithm in Feature Selection. 
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Fuzzy Clustering 

The final pre-processed training data set are 

applied to fuzzy clustering process which 

groups the dataset that populate some 

multidimensional space; represent the normal 

profile of the database user and also it helps 

the classification process to produce the 

accurate result. The clustering process 

produces a concise representation of normal 

behaviour of users by identifying natural 

groupings of data from a large 

multidimensional dataset. We have applied 

Fuzzy C_Means (FCM) clustering which 

clusters the data points where each data point 

belongs to a cluster with some membership 

value and outputs a list of cluster centres 

representing normal profile and several 

membership grades for each data point [12]. 

 

FCM is a data clustering algorithm that starts 

with an initial guess for the cluster centres that 

are identified to be the mean location of each 

cluster and FCM assigns membership grade to 

each of the data point for each cluster. 

However, these random cluster centres and the 

assigned membership grades are likely to be 

change in each iteration based on an objective 

function equated in Eq. (2) that represents the 

distance from any given data point to a cluster 

weighted by that data point’s membership 

grade. 

 

arg min 𝑐 ∑ ∑ 𝑤𝑖𝑗
𝑐
𝑗=1

𝑛
𝑖=1 |𝑥𝑖 − 𝑐𝑖|2 (2) 

 

Where, 𝑤𝑖𝑗 =
1

∑ (
|𝑥𝑖−𝑐𝑗|

|𝑥𝑖−𝑐𝑘|
)

2
𝑚−1𝑐

𝑘=1

 1<i<n, 1<j<c 

(3) 

 

The FCM algorithm groups the dataset X={x1, 

x2,……., xn} into a collection of c clusters 

having cluster center {c1, c2,…….., cn}. Wij is 

the partition matrix which describes the degree 

to which element xi belongs to a cluster cj and 

is updated in each iteration as in Eq. (3). After 

determining the clusters, their centroid can be 

easily found out by applying Eq. (4), where 

each centroid is a representative of each 

cluster and are input to the SVM classifier to 

learn the normal behaviour. 

 

Centroid= No. of data points within a 

cluster/No. of Clusters         (4) 

Classification by Applying SVM 

The fuzzy clustered training dataset 

representing normal profile are applied to 

Support Vector Machines (SVM) classifier 

which is taught to classify the malicious 

transactions from genuine. The support vector 

machine is a non-probabilistic binary linear 

supervised learning classifier that analyzes the 

training data and assigns them in to one 

category or the other; and test data are then 

mapped into that same space and predicted to 

belong to a category based on which side of 

the gap they fall on [16]. 

 

Generally, SVM is given with a training 

dataset X={(x1, y1), (x2, y2)……, (xn, yn)} 

where yi (is 0 for normal or 1 for malicious) 

indicates the class to which the xi belongs. 

Normally, SVMs are a set of hyper plane as 

equated in Eq. (5) in a high dimensional space, 

and can be used for classification, regression 

or other tasks as shown in Figure 2.  

 

(𝑤𝑇𝑥) + 𝑏 = 0    (5) 

(𝑤𝑇𝑥𝑖) + 𝑏 > 0   if yi=1  (6) 

(𝑤𝑇𝑥𝑖) + 𝑏 < 0 if yi=0   (7) 

𝑓(𝑥) = 𝑠𝑖𝑛((𝑤𝑇𝑥)13 + 𝑏)  (8) 

 

Where, 

X={x1, x2,…….,xn} are the data points or the 

training vector, 

W= Normal vector to the hyper plane, and 

b= Offset of the hyper plane from the origin. 

 

The above constraints defined in Eqs. (6) and 

(7) state that each data point must lie on the 

correct side of the margin or we can say 

whether the given points belong to the support 

of the distribution. However the test dataset 

are being classified through a decision 

function as defined in Eq. (8). 

 

However, the response time of SVM 

classifiers is high due to dependence on 

number of input variables and that of support 

vectors. Therefore, the proposed approach uses 

FCM clustering process to cluster the dataset 

which represents the normal behaviour and 

also helps the SVM classifier to discriminate 

between the malicious and the normal 

transactions by reducing the support vector so 

as to reduce the response time of classifier.  
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Fig. 2: Separating Hyperplane in SVM. 

 

 
Fig. 3: Classification of Clustered Data 

through SVM. 

 

Figure 3 illustrates the classification of 

clustered data where each cluster is represented 

by their centroid; number of centroids is equal 

to the number of clusters formed. The centroid 

is represented as normal profile and can be 

calculated by the Eq. (4). The centroids are fed 

as input to the SVM classifier that classifies the 

data by applying Eq. (8). 

 

IMPLEMENTATION PROCEDURE 

AND PERFORMANCE 

EVALUATION 
The proposed GA_Fuzzy_SVM for Database 

Intrusion Detection is implemented with a 

synthetically generated dataset in Matlab13 

tool [17]. The applied dataset undergoes 

through the above discussed pre-processes and 

the meaningful or the wanted features are 

extracted from the processed dataset by GA 

which is embedded with KNN algorithm. The 

dimensionally reduced data are 10-fold cross 

validated to produce a generalized train and 

test dataset. The trained data is clustered by 

FCM where each cluster represents normal 

profile of user accesses towards the database 

and is trained by SVM classifier. The trained 

SVM classifier is then tested against test 

dataset which can distinguish the malicious 

transactions from the normal ones with low 

FPR and higher accuracy. 

 

The correctness and efficiency of a classifier 

can be determined through its Accuracy, True 

Positive Rate (TPR), False Positive Rate 

(FPR), Precision and Recall. Table 1 describes 

the procedure for determining these 

performance measures. TPR indicates the 

percentage of intrusive tuples that are correctly 

labelled by the model and FPR refers to rate of 

the genuine samples that are mislabelled as 

intrusive. The accuracy of a classifier on a 

given test set is the percentage of test set 

tuples that are correctly classified by the 

classifier. Precision, otherwise called positive 

predictive value which is the fraction of 

retrieved tuples are normal or relevant; 

whereas, recall is the fraction of normal tuples 

that are retrieved. So, precision can be termed 

as a measure of exactness or quality, whereas 

recall is a measure of completeness or 

quantity. After the model is trained to 

distinguish between malicious and genuine 

transactions, the test dataset is used to find out 

the accuracy, TPR, FPR, Precision and Recall 

of the proposed DIDS. 

 

The following figures show the comparative 

results of the proposed DIDS by applying 

SVM, SVM with fuzzy clustering, 

GA_Fuzzyclustering_SVM based on the five 

parameters: Accuracy, TPR, FPR, Precision 

and Recall. From the results shown in 

Figure 4, it is clearly understood that 

GA_Fuzzy_SVM is showing the superiority in 

terms of all the three parameters. The 

performance of the proposed DIDS is giving 

better performance than SVM without 
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clustering and SVM with FCM clustering as 

shown in Figure 5. The precision graph as 

shown in Figure 6 justifies the performance 

measure of positive predictions of the 

proposed algorithm. The Recall graph as 

shown in Figure 7 describes about the positive 

part of the database of the dataset and the 

values are same as sensitivity of the developed 

model. The elapsed time of the proposed 

approach as shown in Figure 8 is very low 

compared to other approaches because of the 

reduced number of input vector to SVM by 

applying GA and FCM. 

 

Table 1: Determination of the Performance 

Measure. 
Performance 

Measures 

Procedure Notations Used 

Accuracy (TP+TN)/TP+FP 

+FN+TN) 

TP: Correctly predicted 

positive values 

TPR TP/P TN: Correctly predicted 

negative values FPR 1-(TN/N) 

Precision TP/(TP+FP) 

Recall TP/(TP+FN) 

FP: Incorrectly 

classified positive 

samples 

FN: Incorrectly 

classified negative 

samples 

P: Total number of 

positive samples 

N: Total Number of 

negative samples 

 

 
Fig. 4: Performance Analysis of 

GA_Fuzzy_SVM DIDS. 

 
Fig. 5: Performance Analysis of 

GA_Fuzzy_SVM DIDS. 

 

 
Fig. 6: Precision Graph of GA_Fuzzy_SVM 

DIDS. 

 

 
Fig. 7: Recall Ananlysis Graph of 

GA_Fuzzy_SVM DIDS. 
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Fig. 8: Elapsed Time of the Proposed Model. 

 

CONCLUSION 
Security is the primary concern in the field of 

data and information. Since prevention 

techniques cannot be sufficient and new 

intrusions are continuously emerging, DIDS is 

an indispensable part of a security system. We 

investigated with three widely used soft 

computing paradigms such as genetic 

algorithm, fuzzy clustering and SVM to 

efficiently detect intrusions in database. To 

implement and measure the performance of 

the proposed model, we used the synthetically 

generated dataset. The GA_Fuzzy_SVM 

shows higher percentage of detection than 

those of its counterpart SVM and Fuzzy_SVM 

and enhances the testing time due to data 

dimension reduction and feature selection. In 

future research, other soft computing 

techniques such as Radial Basis Function 

Network and other optimization techniques 

can be applied, and their comparisons will 

guide to build best model for database 

intrusion detection. 

 

Abbreviations Used in the Proposed System 

DIDS: Database Intrusion Detection Systems 

GA: Genetic Algorithm 

SVM: Support Vector Machine 

FCM: Fuzzy C-Mean Algorithm 

FPR: False Positive Rate 

TPR: True Positive Rate 
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